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INVS 6665 Healthcare Fraud, Waste and Abuse (FWA) and Compliance
Module 7:  Information Technology and Compliance  
	MODULE LEARNING OUTCOMES AND ACTIVITIES
After completing this module, you should be able to:
1. Explain various privacy statutes.
2. Identify key security protocols for healthcare.
3. Analyze notable cases relative to IT healthcare security.  


	Activities and Assignments
	Points
	Module Learning Outcome

	Pre/Post Assessments
	N/A
	N/A

	Discussion:  Bonus Payments by Payors
	25
	1-3

	Assignment:  Interoperability, Meaningful Use and Financial Incentives  
	100
	1-3

	Quiz
	N/A
	N/A

	Total Points Possible
	125 
	 




	
MODULE INTRODUCTION (be sure you have shared the video introduction) 

Current news reports remind us that stored data is not a secure as we would hope.  Security breeches are a constant reminder of the need for vigilance and stronger compliance measures to be put in place to ensure that personally identifiable information (PII) and protected heath information (PHI) are not stolen and then repurposed for fraudulent means.  In this module, we will look to learn and understand what data security measures are available to the healthcare industry, and where failures to maintain strong IT security compliance has led to breeches and opportunities for identity theft.  


	READINGS

https://digitalguardian.com/blog/healthcare-cybersecurity-tips-securing-private-health-data


	Topic 1 Healthcare Privacy Statutes

PII and PHI are important areas of healthcare information where vulnerabilities will exist.  Patients are entitled to have their information protected.  Through statutes such as HIPAA, patients are to be protected from the disclosure of their personal health information by the provider who maintains that data.  Part of a robust compliance protocol is ensuring that patient information is not inadvertently disclosed.  Statutes such as HIPAA seek to put providers on notice that health data is to be secured properly. HHS’ Office of Civil Rights enforces HIPAA (https://www.hhs.gov/ocr/index.html).

For this section, please review the following materials to understand HIPAA and related statutes:

https://www.hhs.gov/hipaa/for-professionals/index.html

https://www.hhs.gov/hipaa/for-individuals/index.html

https://www.healthit.gov/topic/health-information-privacy-law-and-policy

https://www.magmutual.com/learning/article/law-enforcement-exception-hipaa-what-providers-need-know/

Transition Statement: Now that we have explored the existence and importance of HIPAA, the next section will speak to the necessity of various IT security protocols that providers can, and should, have in place in their practices.


	Topic 2 Security Protocols for Healthcare 

Should a breech occur at the provider (and this can be an individual, institutional or even a payor of healthcare services) level, there can be huge financial considerations, including fines and damages for such breeches.  To work to prevent such activities from occurring, healthcare entities need to establish various IT security protocols to ensure their healthcare data remains protected.  IT Security protocols such as the Health Information Trust Alliance (HITRUST) is just one of many security programs that address potential flaws in healthcare security IT.  Penetration testing (known as Pen Tests), SOC reports, and the like are all designed to strengthen healthcare data. 

Review the following on healthcare IT security: 

https://www.securitymetrics.com/blog/what-hitrust-compliance#:~:text=HITRUST%20stands%20for%20the%20Health,%2C%20information%20risk%2C%20and%20compliance. 

https://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/aicpacybersecurityinitiative.html

https://searchsecurity.techtarget.com/definition/penetration-testing

Transition Statement: Finally, in the last section of this module, we will review and understand how inadequate IT security in the healthcare space can lead to breeches and negative financial impacts for the organization that suffered the breech.


	Topic 3 Inadequate Compliance Can Result In Major Breeches/Notable Examples 

As we have seen in recent news reports, the ability of hackers to gain access to networks, lock users out and demand huge sums of money through the insertion of ransomware is a definitive threat, not only in healthcare, but to national security.  Hackers that gain access to a healthcare organization’s data can obtain key information allowing the hackers to steal identities, as well as post the sale of PII and PHI on the “deep web” for a profit.  When these breeches occur, healthcare entities are required to report them.  An entity that failed to adequately take measures to protect that healthcare data may be subject to liability.  

In the links below, you will find materials that highlight some case where breeches occurred, the potential PHI and PII exposure that existed and the ramifications for not having adequate IT security protocols in place: 

https://healthitsecurity.com/news/the-10-biggest-healthcare-data-breaches-of-2020 

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

https://www.youtube.com/watch?v=ZaBKFMY9wrM


	PRE-ASSESSMENT
N/A


	DISCUSSION 
In this discussion you will make a total of three posts, one initial post and two reply posts. Please review the information below that details the requirements for this assignment. Be sure to number your response to each question so that your answer corresponds appropriately with the question being asked.
In this module, we reviewed the various tools available to healthcare entities to strengthen their IT security infrastructure.  These tools obviously come with a cost.  In your discussion, speak to whether you believe the payors should include a bonus payment for providers who demonstrate that appropriate IT security controls are in place for networks that are deemed secure (this discussion will be more fully developed in the paper below).   
Initial post lengths may vary a bit. Reply posts should be 100-150 words.  When you reply to your colleagues, give them feedback about the responses. For example, what is effective in their definitions? What could be improved? Etc. Always use a respectful tone.
Note: You must make an initial post before you can see what others have posted.

	ASSIGNMENT 1 

Electronic Health Record (EHR) or Electronic Medical Record (EMR) systems are becoming a standard in the healthcare provider industry.  Part of the ability to maintain records in an electronic format is the expectation that not only are the records more readily accessible, but that providers would be able to manage and coordinate medical care.  However, this premise is potentially flawed since providers do not always use the same EHR/EMR systems.  Typically, within a corporate healthcare organization (such as a hospital system with clinics) that will be the case.  Part of the ability to share that information is based on what was formerly known as “Meaningful Use,” but is now known as “Interoperability.”  The Office of the National Coordinator (ONC) at HHS (https://www.healthit.gov/topic/interoperability) has defined “Interoperability,” with data sharing being one key part of the definition.  

In a 2–3-page paper, discuss whether “Interoperability” has the unintended consequence of creating an environment where providers may be forced to expend sparse financial resources to ensure compliance with the regulation.  This is intended to be an opinion-based paper.  As such, you should be making a cogent argument on your position, supported by a fact-based recitation of facts.  As part of this opinion, keep in mind that the Medicare program has financial incentives for demonstrating what was previously considered “Meaningful Use.” 
(https://www.healthit.gov/sites/default/files/factsheets/onc_interoperabilityfactsheet.pdf)

The paper should be in the following format: 
Font: Calibri body, 12-point
Margins: top and bottom: 1 inch
Paragraph Spacing: double spaced 

	

	QUIZ/EXAM
N/A


	

	MODULE TRANSITION
What’s Next: In Module 8, we will wrap up the semester, provide some final thoughts, and explore some areas for personal research, development, and growth.   
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